

POLICY:  CHROMEBOOKS FOR STUDENTS - 1:1 INITATIVE

Use of Chromebooks

The Lyons Central School District views the use of electronic resources as central to the delivery of its educational program and expects that all students will use electronic resources as an essential part of their learning experiences. It is the policy of the Lyons Central School District to maintain an environment that promotes ethical and responsible conduct in all electronic resource activities.
All users of the Lyons Central School District system and equipment must comply at all times with the Student Use of Computerized Information Policy, Acceptable Use Policy and Parent/Student Agreement form, which you and your parents must sign. Any failure to comply may end your right of possession effective immediately. You may also be subject to disciplinary action.

Receipt of Chromebook
For those students it has been determined a one-to-one device would be appropriate for learning, devices will be distributed according to a timeline outlined by each building principal.  Some students may be required to turn in their devices to the school they attend at the end of the each day.  Parents, guardians, and students must sign the Chromebook agreement before Chromebooks can be issued to their child. This policy outlines procedures and policies for families to protect the Chromebook investment for the district. Access to the Lyons Central School District technology resources is a privilege and not a right.  Students will receive training on proper care and use of technology issued for 1:1 learning. Each employee, student and/or parent will be required to follow the District Acceptable Use Policy

Chromebooks will be collected at the end of each school year. Instructions will be given at a later date. Students leaving the district must return Chromebooks to the main office. Any chromebook that is not returned will be considered stolen property, and law enforcement will be notified.

Chromebook Security
Each of the Chromebooks are managed by Lyons Central School District. Two primary forms of security exist:

1. Desktop Security – Security is in place on the desktop to prevent and/or track certain  activities. These include downloading or installing software on the Chromebooks, removing software, changing system settings, etc.
2. Filtering/Monitoring Software – Lyons Central School District maintains an Internet filtering/monitoring solution. This program automatically filters all student access to the Internet and monitors student activities on the computer both in school and at home. Please note, however, that there is no better security tool than an involved adult!
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Chromebooks Use at School
1. All use of technology must comply with the Acceptable Use Policy.
2.  
Student in whose name a Chromebook is issued will be responsible at all times for its


appropriate use.

3. All use of the Internet must comply with district guidelines. Log files are maintained on each Chromebook with a detailed history of all sites accessed. These files may be reviewed periodically.

4. All Chromebooks contain a remote content filter for use outside of school.

5. Teachers are responsible for monitoring student Chromebook use at school, especially Internet access.

6. Students who identify or know about a security problem are expected to convey the details to their teacher without discussing it with other students.

7. Students are expected to notify a staff member immediately if they come across information, images or messages that are inappropriate, dangerous, threatening, or make them feel uncomfortable.

8. All users are expected to comply with existing copyright laws.

9. Students may only log in under their assigned user name. Students may not share their password with other students.

10. Students are responsible for charging the Chromebook battery each day.

11. Students are expected to care for the Chromebook. If a Chromebook is deemed to be intentionally damaged by a student, the student may be subject to discipline.

12. Students are expected to report any damage to their chromebook immediately. Spot inspections of Chromebooks will occur regularly. Students who do not report damage or abuse will be subject to both fines and discipline.

13. Students are expected to keep track of all equipment issued to them. If components are lost, the student/parent will be responsible for the full cost of replacement.

14. Students may not loan Chromebook components to other students for any reason. Students who do so are responsible for any loss of components.

15. Educational Games may be used at the discretion of the teacher.

16. All students have access to their Google drive on which to store data. It is the responsibility of the student to see to it that critical files are backed up regularly to this location.

17. The  district  will  cooperate  fully  with  local,  state,  or  federal  officials  in  any  investigation concerning or relating to violations of computer crime laws.
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Chromebook Use At Home

1. District web filters are active at home, just as they are at school.

2. The Use of Chromebooks at home is encouraged.

3. Chromebooks care at home is just as important as at school.

4. Transport your Chromebook in the provided case.
Chromebook Use and Care

1. Always carry your Chromebook closed and by the handle.
2. Use caution when carrying your Chromebook in a crowded hallway. Carry it by the handle or with two hands never swing the Chromebook around.

3. No food or drink should be near Chromebooks

4. When moving the Chromebook use two hands. Do not pick it up by the monitor.

5. Close the Chromebook lid whenever you are not using or moving it around.

6. Never leave the Chromebook unattended in the hallway or any other public space for any reason.

7. Listening to music or on-line gaming on your Chromebook is not allowed during school hours without permission from the teachers.  Games that are deemed inappropriate may result in disciplinary actions

8. When placing your Chromebook in a locker, never pile items on top of your Chromebook.

9. When placing your Chromebook on a table or desk, gently position it on the surface. Do not slam/swing the Chromebook onto the surface. Center the Chromebook on desks or tables to avoid it being bumped and falling to the floor.

10. Lock your Chromebook when it is not in use.

11. When moving between classes, put your computer on Standby.

12. When leaving for the day, completely shut down your Chromebook.

13. If at all possible, do not leave your Chromebook in the car. If you must leave it, lock it in the trunk or somewhere out of view.

14. Protect your Chromebook from exposure to extreme heat or cold. This includes when leaving it in a vehicle.

Unacceptable Use
Students are prohibited from:

· Putting stickers on the Chromebooks, batteries, or chargers.

· Defacing Lyons Central School District issued equipment in any way. This includes but is not limited to marking, painting, drawing or marring any surface of the Chromebooks. If such action occurs, the student will be fined the cost of repair.
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· Use of inappropriate language such as swearing, vulgarity, ethnic or racial slurs and any other inflammatory language.

· Pretending to be someone else when sending/receiving messages.

· Transmitting obscene messages or pictures.

· Revealing personal addresses or phone numbers of the user or others.

· Using the network in such a way that would disrupt the use of the network by other users.

· Downloading personal photos.  Students will have the ability to customize their desktop backgrounds using one of the preloaded themes or images.

· Using the network for illegal activities, including copyright, license or contract violations, downloading inappropriate materials, viruses, and/or software, such as but not limited to hacking and host file sharing software.

· Using the network for financial or commercial gain, advertising, or political lobbying.

· Accessing or exploring on-line locations or materials that do not support the curriculum and/or are inappropriate for school assignments, such as but not limited to pornographic sites.

· Vandalizing and/or tampering with equipment, programs, files, software, system performance or other components of the network. Use or possession of hacking software is strictly prohibited.

· Causing congestion on the network or interfering with the work of others, e.g., chain letters or broadcast messages to lists or individuals.

· Gaining unauthorized access anywhere on the network.

· Invading the privacy of other individuals.

· Using another user’s account, password, or allowing another user to access your account or password.

· Coaching, helping, observing or joining any unauthorized activity on the network.

· Forwarding/distributing E-mail messages without permission from the author.

· Posting anonymous messages or unlawful information on the system.

· Engaging in sexual harassment or using objectionable language in public or private messages, e.g., racist, terroristic, abusive, sexually explicit, threatening, stalking, demeaning or slanderous.

· Falsifying permission, authorization or identification documents.

· Obtain copies of, or modify files, data or passwords belonging to other users on the network.
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· Knowingly placing a computer virus on a computer or network.

· Attempting to access or accessing sites blocked by the Lyons Central School District filtering system.

· Downloading music, games, images, videos, or other media without the permission of a teacher.

· Sending or forwarding social or non-school related e-mails.

Printing
Ultimately the district would like be to go paperless. All printing will be at the discretion of the teacher.
E-Mail
E-mail is to be used as a communication tool for school. One of the most common violations of the Acceptable Use guidelines by students is the sending of social or non-school related e-mail.

· E-mail should be used for educational purposes only.

· E-mail transmissions, stored data, transmitted data, or any other use of online services by students, employees or other users is not confidential and may be monitored by staff at any time to ensure appropriate use.

· All e-mail and all contents are property of the District.

· Classroom-based compliance checks may be conducted at any time. This means that teachers can check your e-mail.

Student Owned Devices
Student devices are not supported for instructional purposes.

Privacy and Safety Guidelines

· Students are required to use their lyonscsd.org domain user ID and password to protect their accounts and are required to keep that password confidential.
· Students are expected to adhere to the Internet Safety Policy, the Acceptable Use Policy, and the Code of Conduct. If applicable, teachers may create discussion groups for communication among students for educational purposes.
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· Do not open, use, or change files that do not belong to you unless the document is shared or collaborative.
· Confidential and identifying information should not be shared. Avoid revealing information such as your full name, phone number, home address, social security number, credit card numbers, password or passwords of other people.
· Remember that storage is not private or confidential as all Chromebook and tablets are the property of the Lyons Central School District.
· Devices can be identified as follows:  Record of district asset tag and serial number or Individual user account name and password.
· Although the District complies with the CIPA, if you inadvertently access a website that contains obscene, pornographic or otherwise offensive material, exit the site immediately, and notify appropriate school district personnel as soon as possible.
· Ultimately the device is the property of the school, and the school has the right to determine what is appropriate and to search the computer if necessary at any time. 
· At school, students will have access to the Internet through the school server.  When not at school students can access the Internet if they have Internet access available to them in their home or other locations. The school’s security system will also be in place when students access the Internet outside of the school. To the extent the filtering system is operable; sites that are “blocked” at school will also be “blocked” in other locations where students access the Internet. 
Repairs, Damaged, Lost or Stolen Equipment
In this section, equipment is referred to as such things as the Chromebook, screens, cases, chargers; anything that is issued to the student by the Lyons Central School District.
· Repairs

Occasionally, unexpected problems do occur with the Chromebooks that are not the fault of the user (computer crashes, software errors, etc.). The Technology Department is prepared to assist students in resolving these issues. These issues will be remedied at no cost.
· Loaner/Spare Chromebooks

Temporary replacements are also available in the Technology Department so that student learning is not disrupted by the repair process. Students are responsible for the care of the spare while it is issued to them. All of the same rules and regulations apply to spare computers, and students are expected to treat them as if they were their own. Students are required to save to their Google Drive in case they need to be issued a Spare.
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· Accidental Damage vs. Negligence

Accidents do happen. There is a difference, however, between an accident and negligence. The price that the district paid for the Chromebook includes: the Chromebook, and a one year warranty. The Chromebook warranty will cover normal wear and tear along with other damage that might occur during normal use of the Chromebook. After investigation by school administration, if the Chromebook is deemed to be intentionally or negligently damaged by the student, the student may be subject to discipline and the cost of repair or replacement and a swap will not be provided.
· Lost or Stolen Equipment
Chromebooks and other equipment are issued as an educational resource. The conditions surrounding this equipment can be equated to those of a textbook or a school issued calculator. Students are expected to keep track of and to care for this equipment for the time period it is issued to them.  If any equipment is lost, the student or parent must report it to the school immediately.   Students can let a teacher or administrator know, and the staff member will assist him/her.  Students/families may be fined for damaged or lost equipment.
· Financial Responsibility
The circumstances of each situation involving lost equipment will be investigated individually.
· Student Safety

It is always a high priority to ensure the safety of our students while at school and we hope these precautions will help students be safe on the path to and from school. Student safety always comes first. If a student is faced with an unsafe situation, such as theft, the student is advised to let the assailant have the equipment and to immediately contact the police.
Reporting Process
If any equipment is reported as stolen, a police report must be filed within 48 hours and a copy of the report must be provided to the building principal or the Director of Technology by the student or parent. If there is not clear evidence of theft, or the equipment has been lost due to student negligence, the student and parent will be responsible for the full cost of replacing the item(s).

Financial Responsibility
The circumstances of each situation involving stolen equipment will be investigated individually.
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Damage and Fine List - for reckless or intentional damage or loss
Estimated Item Replacement Cost
· Power Cord $29.99

· Chromebook $219.00

· Full Package $248.99

Estimated Damage Fines
· Cracked Screen $75.00

· Broken Latch $25.00

· Broken Chassis $25.00

· Broken Keyboard $25.00

· Broken or Missing Keys $15.00-$25.00

· Damaged Power Cord $29.99

· Unreported Lost/Stolen Chromebook $219.00

· Intentional Cosmetic Damage $15.00-full cost of item

· Full fine will be based on which items are damaged or missing.

